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C O N T A C T

E D U C A T I O N

ISO 27001:2022 
NIST CSF 2.0 
Gap Assessment  
Risk Assessment 
Audit Report Writing 
Kali Linux 
Web Vulnerability Assessment  
Python (Automation)
Computer Networking
Operating Systems
LLMs and APIs
Policy Writing
MS Office

BS Software Engineering
Virtual University

Punjab College, Islamabad

2024 – 2028

2022 – 2024 | 86%

Intermediate – Comp. Sci.

C O R E  S K I L L S

A H A D  M E H D I  K H A N
I S O   2 7 0 0 1   L E A D   A U D I T O R  -  G R C   A N A L Y S T

3rd Year  BS. Software Engineering with a strong interest in Governance, Risk, and Compliance. Studied
ISO 27001:2022 and NIST CSF 2.0, and Completed GRC Mastery training under Abed Hamdan (Unix
Guy), Certified ISO 27001 Lead Auditor . Carries a background in web security auditing, penetration
testing fundamentals using Kali Linux and Software development, which adds a practical technical
dimension to compliance work. A genuinely curious individual — willing to learn anything and pick up
whatever the role demands.

C A R E E R  S U M M A R Y

GRC Mastery Program | ISO 27001 · Policy Writing · Risk Audits 
2026

Designed and Implemented a full ISMS based on ISO 27001
using the skille learned in the ISO 27001 Lead Auditor
Certification.
This was the Program as a part of practical learning inside the
GRC Mastery under the Guidance of Abed Hamdan. 

P R O J E C T S  &  E X P E R I E N C E  
ISO  27001  ISMS  Design  &  Implementaion 

Web Security Audits

NIST CSF Implementation and Audit 

TCW Security | Kali Linux · Burp Suite · Nmap · Nikto 

GRC Mastery Program | NIST · Security Audit · Policy Writing 

2023 – 2025

2026 

Performed security assessments on live websites using Kali
Linux tools; identified vulnerabilities across authentication,
configuration, and input handling.
Produced structured audit reports with findings categorised
by severity and actionable remediation steps. 
Published sanitised reports on LinkedIn and GitHub as
portfolio evidence.

Designed and delivered a full organizational cybersecurity
program structured around the NIST Cybersecurity
Framework. 
Conducted an internal security audit — assessing existing
controls, documenting gaps, and producing structured audit
findings.



Analytical Thinking
Critical Thinking
Curious & Eager to Learn 
Communication
Problem Solving 
Adaptability 
Team Collaboration 
Time Management

S O F T  S K I L L S

From the first line of code I wrote
to the latest compliance
framework I mapped, curiosity
has driven everything. I constantly
try to keep up — I dig in, break
things apart, and rebuild until I
understand them fully. Whether it
is a security control, a framework
clause, or a new tool, I will learn it.
GRC is where I have chosen to
plant myself, but I bring the
mindset of someone willing to go
wherever the problem is.

P E R S O N A L
S T A T E M E N T

FANG – ISO 27001 Gap Assessment Pipeline

Web Pentesting Orchestrator -Apex Engine

TCW Security | Python · OpenRouter · ReportLab

TCW Security | Python · WSL · ReportLab · LM Studio

2026 – Present

2026 – Present

Designed and built an end-to-end gap assessment tool:
Google Form intake, CSV scoring engine (Yes / Partial / No /
Don't Know), LLM-generated narratives across four report
sections, and automated 8-page PDF output.
Demonstrates direct application of ISO 27001:2022 controls,
audit methodology, and professional report writing.
Project is available on GitHub. (Private Repo)

Designed the Prototype End-to-End Web Penetration Testing
Orchestrator, Apex Engine, inspired by Shannon and
PentestGPT.
Demonstrates direct application in accelerating penetration
testing and professional report writing.
Project is available on GitHub. (Private Repo)

Exemplar Global 

Try Hack Me

Punjab Group of Colleges, Islamabad

GRC Mastery Course
Abed Hamdan (Unix Guy) 2026

ISO 27001 Lead Auditor
2026

Ethical Hacker
Cisco Networking Academy 2025

Jr. Penetration Tester

MS Office Associate

2025

2023

Udemy
Programming, Networking, Pentesting,
Cybersecurity, Prompt Engineering 2023-2025

C E R T I F I C A T I O N S  &  T R A I N I N G



Risk Assessment & Treatment

Conducted structured information security risk assessments
aligned to ISO 27005 — asset identification, threat/vulnerability
analysis, likelihood/impact scoring, and risk treatment planning.

Web Security Auditing

Policy Writing & Documentation

Performed security assessments on live web applications;
identified vulnerabilities including misconfigured headers,
exposed admin panels, and injection points. Produced
structured audit reports with findings and remediation steps.

Created and Managed Documents from code documentation
to Governance, Risk and Compliance in Cyber Security.
Created reports in Penetration Testing, Web Security Audits and
Policy Writing in ISO 27001 Implementation and NIST Framework.

T E C H N I C A L  S K I L L S

Kali Linux & Security Tools
Hands-on experience with Kali Linux and its toolset: Nmap,
Burp Suite, Nikto, Dirb/Gobuster, Metasploit (fundamentals),
Wireshark. Applied in web vulnerability assessments and
network reconnaissance.

GRC Automation
Built Python-based tooling for ISO 27001:2022 gap
assessments: CSV scoring engine, LLM-generated narratives,
and automated PDF report output using ReportLab.

English 
Urdu

X/TheCyberWolf
Github/AhadM.Khan
LinkedIn/AhadM.Khan
Youtube/MyChannel

S O C I A L S

L A N G U A G E S

https://github.com/ahadmehdikhan
https://github.com/ahadmehdikhan
https://github.com/ahadmehdikhan
https://github.com/ahadmehdikhan
https://github.com/ahadmehdikhan
https://www.youtube.com/@TheCyber_Wolf

	AHAD MEHDI KHAN
	ISO  27001  LEAD  AUDITOR - GRC  ANALYST
	CAREER SUMMARY
	3rd Year  BS. Software Engineering with a strong interest in Governance, Risk, and Compliance. Studied ISO 27001:2022 and NIST CSF 2.0, and Completed GRC Mastery training under Abed Hamdan (Unix Guy), Certified ISO 27001 Lead Auditor . Carries a background in web security auditing, penetration testing fundamentals using Kali Linux and Software development, which adds a practical technical dimension to compliance work. A genuinely curious individual — willing to learn anything and pick up whatever the role demands.
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	CORE SKILLS
	ISO 27001:2022
	NIST CSF 2.0
	Gap Assessment
	Risk Assessment
	Audit Report Writing
	Kali Linux
	Web Vulnerability Assessment
	Python (Automation)
	Computer Networking
	Operating Systems
	LLMs and APIs
	Policy Writing
	MS Office

	PROJECTS & EXPERIENCE
	ISO  27001  ISMS  Design  &  Implementaion
	GRC Mastery Program | ISO 27001 · Policy Writing · Risk Audits
	2026
	Designed and Implemented a full ISMS based on ISO 27001 using the skille learned in the ISO 27001 Lead Auditor Certification.
	This was the Program as a part of practical learning inside the GRC Mastery under the Guidance of Abed Hamdan.

	NIST CSF Implementation and Audit
	GRC Mastery Program | NIST · Security Audit · Policy Writing
	2026
	Designed and delivered a full organizational cybersecurity program structured around the NIST Cybersecurity Framework.
	Conducted an internal security audit — assessing existing controls, documenting gaps, and producing structured audit findings.

	Web Security Audits
	TCW Security | Kali Linux · Burp Suite · Nmap · Nikto
	2023 – 2025
	Performed security assessments on live websites using Kali Linux tools; identified vulnerabilities across authentication, configuration, and input handling.
	Produced structured audit reports with findings categorised by severity and actionable remediation steps.
	Published sanitised reports on LinkedIn and GitHub as portfolio evidence.




	SOFT SKILLS
	PERSONAL STATEMENT
	FANG – ISO 27001 Gap Assessment Pipeline
	Web Pentesting Orchestrator -Apex Engine

	CERTIFICATIONS & TRAINING
	GRC Mastery Course
	ISO 27001 Lead Auditor

	TECHNICAL SKILLS
	Kali Linux & Security Tools
	GRC Automation
	Web Security Auditing
	Policy Writing & Documentation
	Risk Assessment & Treatment


